AMERICAN
OVERSIGHT

July 17, 2020

VIA ONLINE PORTAL

California Department of Public Health

Public Records Officer

PO Box 997377

MS 0500

Sacramento, CA 95899-7377
https://cdph.govga.us/WEBAPP/ rs/SupportHome.aspx

Re: Public Records Request
Dear Public Records Officer:

Pursuant to the California Public Records Act, as codified at Cal. Gov’t Code §§ 6250
through 6276.48, American Oversight makes the following request for records.

Technology surveillance companies have responded to the ongoing coronavirus pandemic
by offering their products to federal, state, and local government agencies. At the same
time, many experts have raised concerns about the privacy implications of these
collaborations. See, e.g., Nick Paton Walsh, 9/11 Saw Much of Our Privacy Swept Aside.
Coronavirus Could End It Altogether, CNN (May 16, 2020, 1:27 PM),
https://www.cnn.com/2020/05/16/tech/surveillance-privacy-coronavirus-npw-
intl/index.html; Opinion, Christine Wilson, Coronavirus Demands a Privacy Law, Wall St. J.
(May 13, 2020, 6:58 PM), https://www.wsj.com/articles/congress-needs-to-pass-a-
coronavirus-privacy-law-11589410686; Sue Halpern, Can We Track COVID-19 and Protect
Privacy at the Same Time, The New Yorker, Apr. 27, 2020,
https://www.newyorker.com/tech/annals-of-technology/can-we-track-covid-19-and-
protect-privacy-at-the-same-time.

American Oversight requests records to help the public better understand surveillance
companies’ role in COVID response efforts.

Requested Records

American Oversight requests that your office produce the following records within ten
days:

All email communications (including email messages, complete email chains,
email attachments, calendar invitations, and calendar invitation attachments)
between (A) the California Department of Public Health (CDPH) officials in listed
below, and (B) employees or representatives of the companies listed thereafter,
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including, but not limited to, anyone communicating with an email address ending
in the domain(s) provided.

Specified Officials:
i.  Director Dr. Sonia Y. Angell
ii.  Chief Deputy Director of Policy & Programs Susan Fanelli
1ii. Assistant Director Charity Dean, MD, MPH
iv.  Chief Information Officer Gary Nodine

Companies:
i.  Palantir Technologies (@palantir.com or @palantirtech.com)

ii.  Clearview Al Inc. (@clearview.ai)
iii.  Vantiq (@vantiq.com)

iv.  Camber Systems (@cornea.is)

v. NSO (@nsogroup.com)

vi.  AIiRISTA Flow (@airistaflow.com)

Please provide all responsive records from March 15, 2020, to the date of the
search.

We understand that your office’s capacity may be impacted by the COVID-19
outbreak and response efforts. Should that be the case, we would be happy to
discuss potential streamlining or narrowing of our request, reasonable delays in
processing this request, or other accommodations. Please feel free to contact us at
the telephone number listed in the final paragraph of this letter; we look forward
to working with you.

Please notify American Oversight of any anticipated fees or costs in excess of $100
prior to incurring such costs or fee.

Guidance Regarding the Search & Processing of Requested Records

In connection with its request for records, American Oversight provides the following
guidance regarding the scope of the records sought and the search and processing of
records:

Please search all locations and systems likely to have responsive records, regardless
of format, medium, or physical characteristics.

Our request for records includes any attachments to those records or other
materials enclosed with those records when they were previously transmitted. To
the extent that an email is responsive to our request, our request includes all prior
messages sent or received in that email chain, as well as any attachments to the
email.
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» Please search all relevant records or systems containing records regarding agency
business. Do not exclude records regarding agency business contained in files,
email accounts, or devices in the personal custody of your officials, such as
personal email accounts or text messages.

= Ifany records are withheld in full or in part, please demonstrate that the record(s)
in question are exempt under the express provisions of the California Public
Records Act or that he public interest served by not disclosing the record(s) clearly
outweighs the public interest served by disclosure of the record(s). Cal. Gov’'t Code
§ 6255(a).

= In the event some portions of the requested records are properly exempt from
disclosure, please disclose any reasonably segregable non-exempt portions of the
requested records. Cal. Gov’'t Code § 6253 (a). If a request is denied in whole,
please state specifically why it is not reasonable to segregate portions of the record
for release.

= Please take appropriate steps to ensure that records responsive to this request are
not deleted by the agency before the completion of processing for this request. If
records potentially responsive to this request are likely to be located on systems
where they are subject to potential deletion, including on a scheduled basis, please
take steps to prevent that deletion, including, as appropriate, by instituting a
litigation hold on those records.

If you have any questions regarding how to construe this request for records or believe
that further discussions regarding search and processing would facilitate a more efficient
production of records of interest to American Oversight, please do not hesitate to contact
American Oversight to discuss this request. American Oversight welcomes an opportunity
to discuss its request with you before you undertake your search or incur search or
duplication costs. By working together at the outset, American Oversight and your agency
can decrease the likelihood of costly and time-consuming litigation in the future.

Where possible, please provide responsive material in an electronic format by email.
Alternatively, please provide responsive material in native format or in PDF format on a
USB drive. Please send any responsive material being sent by mail to American Oversight,
1030 15th Street NW, Suite B255, Washington, DC 20005. If it will accelerate release of
responsive records to American Oversight, please also provide responsive material on a
rolling basis.

Conclusion

American Oversight is a 501(c) (3) nonprofit with the mission to promote transparency in
government, to educate the public about government activities, and to ensure the
accountability of government officials. American Oversight uses the information gathered,
and its analysis of it, to educate the public through reports, press releases, or other media.
American Oversight also makes materials it gathers available on its public website and
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promotes their availability on social media platforms, such as Facebook and Twitter.
(American Oversight currently has approximately 15,600 page likes on Facebook and
104,000 followers on Twitter. American Oversight, Facebook,
https://www.facebook.com/weareoversight/ (last visited June 30, 2020); American

Oversight (@weareoversight), Twitter, https://twitter.com/weareoversight (last visited
June 30, 2020).)

We share a common mission to promote transparency in government. American Oversight
looks forward to working with you on this request. If you do not understand any part of
this request, have any questions, or foresee any problems in fully releasing the requested
records, please contact Christine Monahan at records @americanoversight.org or

(202) 869-5244.

Sincerely,

/AM%Q;@_

Austin R. Evers
Executive Director
American Oversight
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